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Abstract: Modern digital security relies fundamentally on the availability of 
high-quality entropy to seed cryptographic primitives and validate computational 
decisions. However, entropy sources integrated into silicon devices are inherently 
opaque, difficult to audit, and susceptible to compromise. This paper introduces a 
novel entropy generation approach based on microfluidic contrast chaos in a 
wax-in-oil biphasic medium, optically sampled to produce verifiable, high-entropy 
streams. The system is designed to be physically observable, tamper-evident, 
independent-of-host-system hardware, highly tunable, and inherently scalable 
enabling new classes of trust architectures in both civilian and military 
applications. We detail the experimental setup, evaluate entropy characteristics, 
and explore use cases across transport autonomy, cryptographic security, and 
zero-trust cyber defense. 

Introduction 

Cryptographic systems and autonomous control architectures increasingly 
depend on secure entropy sources to validate identity, encode randomness, and 
support non-repudiable decision-making, in an increasingly challenging 
environment. As adversarial capabilities grow—including those enhanced by 
machine learning and state-sponsored cyber tools—traditional entropy 
mechanisms face new threats to both algorithmic and physical entropy sources. 
Most high-security systems depend on silicon-based TRNGs embedded in 
processors or discrete cryptographic hardware. These devices, while fast and 
compact, are opaque to inspection, difficult to independently verify, and 
susceptible to both software compromise and supply chain manipulation. 

This paper introduces a physically grounded entropy source using a platform 
including a disposable microfluidic chip core and a camera, where randomness 
arises from the chaotic interaction of precipitation, striation, flow variation, and 
thermal drift in a structured two-phase solid/liquid medium. We present results 
from a simple initial experiment, show how entropy can be continuously 
extracted, and discuss why such systems may complement or augment existing 
digital security infrastructure. 

Motivation and Related Work 
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There is longstanding recognition that entropy underlies the security of 
cryptographic keys, session identifiers, digital signatures, and secure boot chains 
[1]. Recent attacks—including RSA key leakage from faulty PRNGs and nonce 
reuse in signature schemes—underscore the importance of unguessable, 
non-reproducible entropy. 

Prior approaches to high-quality entropy include CMOS noise amplifiers [2], 
metastable logic circuits [3], quantum phase noise [4], and photonic TRNGs [5]. 
While effective, these methods are typically implemented in sealed hardware, not 
directly observable or verifiable without destructive inspection or specialized 
probes. While cutting edge academic research has produced dedicated 
microelectronic entropy generators with breakthrough performance, this type of 
system relies on cleanroom nanofabrication approaches that would restrict them 
to niche, high-end applications [6]. 

In parallel with these microelectronic approaches, several notable 
demonstrations of “macroscale physical entropy” generation have explored 
randomness extracted from ambient, observable systems. One of the earliest 
and most emblematic examples is Lavarand [7], which utilized video capture of 
lava lamp fluid motion to seed randomness in a trusted computing 
environment—an approach that was visually intuitive but constrained by limited 
throughput and physical footprint. More recently, entropy has been extracted from 
human behavior, including unpredictable timing in keystrokes and mouse 
movements, offering accessibility but exhibiting user-dependence and poor 
statistical regularity under constrained conditions [8]. Other physical systems, 
such as atmospheric noise receivers or triboelectric sensors powered by ambient 
wind, have demonstrated passive, field-operable entropy generation [9]; 
however, these systems tend to suffer from inconsistent output rates, sensitivity 
to environmental context, and limited integration potential. Collectively, these 
approaches emphasize the diversity of entropy available in the physical world, 
but they underscore the challenge of achieving a combination of scalability, 
tunability, and compact deployability. 

 
Recently a new kind of physical entropy generation, Mesoscale physical entropy, 
was elegantly demonstrated [10]. This system captures rapidly evolving laser 
speckle patterns generated by coherent light scattering from biological 
microstructures in motion. While this system demonstrated the potential of 
mesoscale physical entropy generation to produce unprecedented performance, 
might prove difficult to scale, due to the use of a degradable biological structure 
source. 
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Our simple cheap design for a “Mesoscale Physical Entropy” generation device 
shows how analog-era, commodity scale approaches like LavaRnd, can be 
modernized and miniaturized it using microfluidic hardware and programmable 
computer vision to entropy quality and quantity, with the scope and scale to 
potentially address new security challenges as we enter the “AI Age.” 

System Design This proof-of-concept system consists of the following 
components: 

1) A white-wax-in-oil semi-suspension organic fluid phase, and a glycerol/water 
aqueous phase with black dye 

2) A microchannel etched or molded into a transparent substrate 

3) Thermal gradients inducing flow and precipitation 

4) A fixed-angle camera observing the mixing and flow region 

5) Software to extract brightness/contrast deltas at high frame rate 

Entropy is derived from contrast fluctuations over time at one or more pixel 
locations. The observable randomness arises from the ambient light scattering  
from interaction with the bi-continuous physical microstructure of partially 
precipitated waxy agglomeration during the slow cooling of a previously dissolved 
wax-in-oil solution. 

4. Experimental Setup In our initial experiment, for the oil phase, a white 
candlewax dye was dissolved at 35 C stirring in mineral oil ~0.1%. Black food 
coloring was added to 85% Glycerin/DI water for the aqueous phase (to roughly 
match the viscosity of the oil phase). Each solution was drawn into a separate 10 
mL syringe and injected into a 50 mm^2 microchannel structure (see herringbone 
mixing chip configuration image). Gentle pressure was applied to engage flow of 
both phases, and varied slightly until the image became rich in randomness, with 
the worst case being a purely laminar flow, and the best case being turbulent fast 
moving eddies of light and dark, with a striation pattern of about 10 stripes that 
randomly deflected at high rate with tiny variations in the flow pressure, once the 
right differential had been set up for a stable visual average state. All three were 
seen to occur. There was no solubility transfer of the pigment between phases 
observed. 

When the apparatus was left for 20 minutes, the wax began to partially 
precipitate to form a dense bi-continuous pattern of light and dark phase 
structure. Without applying pressure to the syringes, a light differential pressure 
was stable and established, possibly due to residual stress in the syringe 
plungers, resulting in a steady flow feed of the wax-in-oil bi-continuous light/dark 
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structure through the channel. This data was chosen for quantitative analysis of 
entropy quality and quantity.  

 A 720p video feed (30 fps) captured the flow at room temperature. Brightness 
was sampled at a fixed pixel, with deltas computed from mean intensity. 
Bitstreams were generated using fixed thresholds, then evaluated for entropy via 
switch rate analysis and signal complexity. 

 

Figure 1. Experimental setup 

Results and discussion 

Entropy Quantity 

With a 5-second window, we extracted approximately 20 bits/sec of usable 
physical entropy from a single pixel after algorithmic optimization of sampling rate 
and frame window size. We verified the physical origin of the randomness by 
observing amplitude clustering in the contrast delta signal, consistent with 
physical features in the chaotic wax structure as it flowed over the monitoring 
data pixel. 

The architecture allows substantial scalability. Our back-of-the-envelope 
calculations based on reasonable assumptions had the following results: 

Sampling multiple uncorrelated pixels or lines yields 10x–100x improvement 
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Increasing flow rate by 10x maintains contrast structure while raising temporal 
entropy density 

Full-chip sampling across a 500 mm^2 area (vs. 50 mm^2 prototype) implies 
another 10x gain - Stacking 10 modules in parallel could yield aggregate entropy 
throughput of >100,000 bits/sec 

Entropy Quality 

To evaluate the quality of entropy harvested from our microfluidic visual system, 
we subjected threshold-ed per-pixel bitstreams to standard randomness analysis 
using the ENT test suite. Across the top 10 high-entropy windows selected from 
a pool of 47 (representing over 2,800 bits total), the aggregated bitstream 
exhibited an entropy rate of 0.998 bits per byte—approaching the ideal value of 
1.000. This result confirms that the core mechanism of randomness extraction 
via temporal contrast deltas yields statistically unpredictable outputs suitable for 
entropy harvesting. 

Other metrics, such as the arithmetic mean and compression estimate, remained 
within expected bounds given the small sample size and binary nature of the 
data. However, the serial correlation coefficient was notably elevated (0.746), 
indicating predictability between adjacent bytes. While this might normally 
suggest structural redundancy, in our case it reflects a known physical artifact: 
the slow and coherent transit of large wax or matrix-phase domains across the 
sensing region. These domains, which evolve gradually and maintain spatial 
integrity, produce extended sequences of constant or near-constant pixel 
intensities, yielding long runs of identical bits (e.g., `00000000` or `11111111`) 
upon thresholding. 

Rather than being a flaw in the randomness extraction method, this behavior 
points to a structural inefficiency specific to this first generation, first experiment 
entropy source. In particular, the large "domain sizes" of the observed wax 
patterning reduce temporal variation per pixel, and thus increase correlation 
across bit time steps. We emphasize that this artifact is not fundamental to the 
approach: improved structural conditions—such as reduced domain size, chaotic 
flow profiles, or thermally induced disruption—would increase local 
spatiotemporal fluctuation and reduce serial correlation. Importantly, the strong 
performance of the entropy metric despite these constraints demonstrates the 
underlying robustness of the harvesting mechanism. Future iterations of the 
system will focus on maximizing entropy throughput by optimizing the 2-phase 
wax-in-oil microstructure and structural randomness at the fluidic level in tandem 
with algorithmic decorrelation. 
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These results establish both the quantity and quality of entropy generated by our 
system—two essential pillars for any viable entropy source. The pipeline 
produced thousands of statistically meaningful bits from a short (60s) passive 
observation of a visual microfluidic flow, with scaling potential orders of 
magnitude higher given parallel pixel harvesting and higher frame rates. Critically, 
this bitstream achieved near-ideal Shannon entropy and passed randomness 
evaluation metrics indicative of unpredictability, validating the physical 
randomness of the underlying process. 

While elevated serial correlation was observed, its origin is well-understood: the 
coherent and directional transit of large fluid domains leads to locally persistent 
patterns. This effect reflects a first-pass physical configuration rather than a flaw 
in the extraction method itself. As such, it provides a clear path forward: 
improvements in fluid structuring or physical perturbation can enhance 
decorrelation and bit diversity. 

In combination, our findings demonstrate that this system achieves both the 
volume and statistical unpredictability required for modern entropy applications. 
Any source that fails to demonstrate both elements’ risks being either too sparse 
to be useful or too structured to be trusted. This early prototype exceeds that 
baseline, validating the approach and laying the groundwork for future physical 
entropy engines with tunable throughput and security-grade randomness. 

 

Figure 2. Live output dashboard 
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Applications 

Autonomous Transport 

EntropyCore provides cryptographic randomness for real-time decision integrity 
in aircraft and autonomous ground vehicles, supporting the development a “zero 
trust” cybersecurity platform required for full autonomy. Each control decision can 
be signed or validated using entropy-timestamped nonces that can neither be 
predicted, nor replayed other than by the user. 

Cryptographic Security 

In encryption, for example in cryptocurrency security, EntropyCore acts as a 
transparent, external entropy module for key generation, signature schemes, and 
secure boot sequences. It enables physically verifiable key material generation, 
critical in high-assurance or air-gapped environments. 

Cyber Defense and National Infrastructure 

Used in routers, firewalls, and military-grade secure enclaves, EntropyCore offers 
an additional wall of defense against entropy spoofing, malware injection, and 
insider manipulation. Its visual auditability makes it suited to contexts requiring 
regulatory or forensic validation. 

Conclusion  

High-quality, verifiable entropy has long been recognized as essential to 
cryptographic security. It stands to reason that with increasingly complex decision 
validation pipelines, and higher stakes for secure control architectures, this 
importance will remain, if not increase. As a possible solution to this challenge, 
we present a novel class of physical entropy generation, in this case 
demonstrated by optically sampled contrast patterns in a wax-in-oil medium. Our 
initial experiments demonstrate stable, high-quality entropy extraction at 
measurable bitrates, with structural properties that are externally observable, 
statistically robust, and physically tamper-evident. Unlike conventional digital 
TRNGs, this entropy source is inherently decoupled from the systems it supports, 
enabling new modes of zero-trust design in environments where conventional 
silicon-based entropy can be spoofed or compromised. The implications span 
from secure autonomy in ground and air transport systems, to cryptographic key 
generation, to continuous entropy-backed system attestation in both personal 
and state-level cyber infrastructure. In particular, the potential integration of this 
approach into defense systems, financial infrastructure, and secure 
communications offers a new layer of protection against increasingly capable 
adversaries, including advanced AI-driven attack vectors. While further 
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investigation is required, including into the possible long-term resistance of such 
“wet” entropy mechanisms to inference or modeling by dry AI systems, this 
architecture may represent an early instance of a physically grounded security 
substrate that complements and extends existing digital paradigms. Given its 
modularity, inspectability, and entropy density, this technology could ultimately 
become a widely deployable entropy backbone across diverse computing 
environments. 

Supporting information 

Experimental data and analysis codebase are available on request. 

Live Dashboard Demo Video: https://youtu.be/KRMnHwIGs0g 
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